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PRISYM Medica is the world’s only label design and
production software specifically developed to meet
the FDA’s current requirements and is fully supported

by our own software life cycle documentation based
on the GAMP V' Model. We also provide a total
software and validation support service to our
customers helping them to ensure compliance.
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Introduction

PRISYM Medica is available as a true client/server
based application or as a single workstation version. We
supply the total solution from customization of software
and integration with ERP systems to hardware and
consumables, providing our customers with a turnkey
labeling system.

PRISYM Medica provides a totally secure environment
for label design, approval, automatic gathering of
variable data and label printing. PRISYM Medica
records critical activities and electronically links them to
individual users along with time and date stamping.
These records are stored and protected by PRISYM
Medica in compliance with FDA regulations.

The design, approval and printing of labels can be set
up centrally or in separate locations. PRISYM Medica
allows labels to be securely designed at one point, the
format locked and then emailed to another site for
approval or printing whether that is in the next building
or the other side of the world.

Our installation teams are experts in integrating PRISYM
Medica with many other software packages, including
ERP and MRP systems such as SAP or

JD Edwards as well as most well known databases for
automatic gathering of product information for each
label batch.

User permissions and passwords are controlled within
the configuration and permissions modules while
security is assured by the establishment of the users
profile at server level. Typical levels include design,
approval or printing as well as system administrator and
system owner. The design and modification of label
formats is shown as version history. This information is
recorded in the audit log. It is possible with the correct
permission to open any previous version of a particular
label design.

In the production printing of labels all print actions are
automatically recorded in the audit log. Details such as
who, what, when and why are all written to a secure
location on the server. The security of both the client
and server is ensured by a combination of the operating
system and the application software. This security is
well proven and documented as part of the PrisymID
validation support service.
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PRISYM Medica AND
21 CFR PART 11 COMPLIANCE

Compliance requirements

Secure event log

All label revisions and printing actions are fully
commented and automatically recorded in the audit log.

Protection of records
The version history user permissions and passwords are
all encrypted and stored in a secure location upon the

server.

Limited system access
Access is restricted to users with correctly configured
profile to allow such tasks as label designing or label
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Accurate and complete records

A single server based file is generated for each label
format. The file contains all the previous versions and
their change history.
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Control over record editing and deletion

No electronic record editing or deletion is allowed within
the application. Records outside the application are
stored in secure locations.

Reliable record retrieval
Documented and proven tools exist within the
application to retrieve any previously recorded data.

History file attached to record
The version history of a label format is part of that label
record file.

Proven time and date stamping

Time and date stamping is automatic and based upon
the server clock. The process is proven as part of the
validation of the labeling system and takes place for
each given event.

Changes must not obscure previous data
Label designs cannot be changed once they have
been approved. Any changes required generate a
new version.

Two component signatures

Electronic signatures are made up from a known User
Identification and a Secret User Password. Biometric
signatures are also possible.

Unique combination of user identification

and password

The application ensures each user identification is unique
thus each signature must be unique by default.

Signature Usage

Both components of a signature are required for an initial
log on while only a password is required for record
creation during a single session.

Re-using of signatures

Signature re-usage is prevented by the security module.
The module also controls the expiration date of
signatures.

Passwords unknown to system administrators
All passwords are kept secret by using encryption
techniques. Each new user creates their own password.

Signatures directly attributable to an individual
No group passwords are allowed. The users module
ensures each operator has their own unique signature.

Unsuccessful access attempts recorded
All failed log on attempts are recorded in the audit log. A
filter can be activated to show just such events.



Label Design Environment

In addition to the regular label design tools, PRISYM
Medica contains advanced tools that have been
specifically designed to meet the requirements of the
worlds pharmaceutical and medical industries.

Examples are:

Label templates can be designed to cope with a wide
range of differing layout requirements. The templates can
be automatically populated at print time with data from a

variety of sources.

Support for double byte characters thus allowing the
printing of languages such as Chinese or Arabic using
Windows True Type fonts.

The ability to create a label design with space for

a second or subsequent language and allow the
language to be determined at print time by the operator
or even by the ERP system.

Populated label designs can be saved as a graphic
image and then e-mailed around the world for approval
or for export to a document management system.
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A table editor for a secure database is included, thus
allowing wider use of standard design templates. The
database is secure and complete with its own record
approval tools.

Variable text is automatically sized within specified limits
to make the maximum use of the space available. This
becomes very useful when importing from a database or
using different languages.

Label Production Environment

PRISYM Medica contains tools that have been
specifically designed to make the printing of labels
in production environment as simple and efficient
as possible. Examples are:

Ability to use print operator screens that have been
customized to suit the relevant application.

Viewing of the latest approved version of the relevant
label design complete with only approved database
records if applicable.

Support for the use of a biometric mouse to uniquely
identify a print operator on work stations that are shared
between several persons.



FEEE LTI

AW Ml NH mem Sae O

Brmigmr

W W #AT [
_Mﬁ LTt 3
- A

A reprint facility, which allows any previously printed
labels to be printed again using the information recorded
in the audit log. No data input is required and of course

a new record is made in the audit log.

Reconciliation of printed label batches can be carried out
against the original print job. Comments can be added

and a reconciliation log is generated.

It's common in today’s fast moving environment to take
live data from an ERP program. This data may contain
just batch specific data such as lot number or expiration
date, or go one step further and include product specific
data. PRISYM Medica is frequently used in conjunction
with SAP or JD Edwards for the production printing of
labels. Integration of PRISYM Medica into a customer’s
business environment is achieved using Microsoft’s
OLE2 or ODBC tools or by running a query on the host

application and producing a flat data file.

PRISYM Medica is developed, tested and documented
in accordance with strict FDA and GAMP guidelines. We
have GAMP based PRISYM Medica life cycle
documentation to provide evidence of the design
controls and development history. This information

is suitable for use as the basis of a validated

labeling system.

It makes sense to use a labeling program that

has life cycle documentation for the core program as
the basis of a validation project, however a life cycle
approach still needs to be applied to the local
application requirements. A User Requirement
Specification (URS) document is generated to

list the application requirements and a Functional
Requirement Specification (FRS) document, usually
produced by PrisymID as the system supplier, gives
details of what tools will be used to satisfy the listed

requirements.



The Design Specification (DS) is always produced by the
supplier and contains information regarding any software
coding that may be required, any important configuration
requirements and a list of any supporting tools that may

be required.

If any software development is done then it’s usual
for Unit Tests and System Acceptance Tests to be
completed. These test can be witnessed by the
customer if required.

The validation process then moves into the onsite
phase to prove the installation of the agreed solution.
An Installation Qualification (IQ) script written by the
software developer is used to ensure the solution

is installed and configured correctly against the pre-
defined specification. Operational Qualification (OQ)
and Performance Qualification (PQ) test scripts are
produced to test the system with dummy and live
data respectively.

GAMP “V” Model

User Requirement
Specification
Functional
Specification

Design
Specification

Performance
Qualification
Operational
Qualification
Installation
Qualification
Software
Coding







